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NPO®ECCUOHANBHAS CUCTEMA
KOHTPOIA Y YIIPABIIEHUS! IOCTYNIOM

CYMTbIBATENb HACTOJbHbIN

Elsys-SW-USB-Multi

MacnopT 1 pykoBOACTBO MO 3KCMAyaTaLum
ECNA.425729.024 NC

1 006wwue cBegeHus

CunTbiBaTeNb NMpeAHa3HaveH Ans UCTONb30BaHUS B COCTABE CUCTEM KOHTPONS M YnpaBneHus
JOCTYNOM M [PYrUX CUCTEM, TaKuX Kak OXpaHHble, MNaTHbIX YCNyr, 3aluTbl MHOpMALMKM W T.N., The
TpebyeTcs WAeHTUdMKaLMs nonb3oBaTens No NPEeAbABMEHNI0 NEPCOHANbHOrO  3NMEKTPOHHOTO
naeHTMdmKaTopa.

YcTpoitcTBo 06ecneynBaeT cunTbiBaHNe koa GECKOHTaKTHBIX MAEHTUNKATOPOB (kapT 1 Bpenokos)
chopmato EM Marin, HID, MIFARE, BO3MOXHOCTb YTeHUs Koga AOCTyNa U3 3aluulyeHHoit obnacTb
namsT upeHtudukatopos MIFARE Classic 1K, 4K B pexume SL1, MIFARE Plus 1K, 2K, 4K B
pexumax SL1 u SL3, MIFARE DESFire EV1, EV2 ¢ ucnonb3oBannem metofa Lwndposans AES,
BO3MOXHOCTb ~ YTEHWS  MOOWMbHBIX  MAEHTU(MKATOPOB, MepefaBaeMblx CO CMapTdoHa, Mo
6GecnposogHbiM MHTepdericam NFC (Near field communication) u BLE (Bluetooth low energy) u
nepedayy Mony4eHHoro Koaa B NMepCcOHambHbI komnbloTep Mo uHTepdericy USB. MneHTtudukatops!
chopmarta HID cepuit PX-4-H, PVC-H-4, PVC-H-5 He noapnepxwvBatotcs.

KOHCTPYKTMBHO CuuTbIBATENb BbLINONMHEH B NNACTMKOBOM KOPMyce, NpefHasHayeHHOM Ans
HacTOMbHOTO MpuMeHeHns. CunTbiBaTenb oOcHaweH pasbémom USB Tuna B. [logknioyeHue
CUMTBIBATENS K KOMMbIOTEPY NPOU3BOANTCS CTarfapTHbIM USB-kabenem.

CunTbiBaTENb paccuMTaH Ha HEMpepbIBHYlO KPYMOCYTOYHylo paboTy npu TemnepaTtype
OKpyXatoLero Bosayxa ot +5 fo +40 rpagycos Llenbcust n OTHOCUTENbHOIA BNAXHOCTU BO3AyXa He
6onee 80 %.

CuuTbiBaTENb ABMAETCS HEBOCCTAHABRN

IM 1 He06cnyw bIM n3genmem.

2 KomnnexT noctaBku
B koMnnekT nocTaBKki BXOAST:
v

CuuTBIBATEND;
4 kabenb USB;
v' nacnopt;

v\ ynakoska.

3 TexHu4eckue xapaKTepucTmkn

OCHOBHbIe TEXHUYECKUe XapaKTepUCTUKN C4MTbIBATENe NpuBeaeHbl B Tabnuue 1.
Tabnuya 1 - TexHu4Yeckue xapakmepucmuku cqumbigameneli Elsys-SW-USB-Multi

H )BaHUe napameTpa 3HayeHune

MNoaaepxvBaemble TUMbI EM-Marin, HID ProxCard Il, MIFARE, Android
MOEHTU(UKATOPOB cMapTdoH kak MoBUMbHbI aeHTudmkaTop (BLE nnm
NFC), Apple Pay

PaccTtosiHne cunTbIBaHUS, CM EM-Marin - no 6 cm, HID ProxCard Il - go 4 cwm,

MIFARE, NFC-no4 cm,BLE-po1m*

Martepuan kopnyca ABS nnacTuk

ViHTepdeitc UsB

VICTOYHMK nUTaHmus Llinna USB

WHankaums [IByXUBETHbIN (KpaCHbI/3eNeHbIN) CBETOAMOA, 3yMMEp
Cpok cnyx6bl, net 7

Macca, He 6onee, r 180

abapuTHble pa3mepbl, He 6onee, MM 110 x 80 x 27

* - MakcumarnbHoe paccTosiHUe CHUTbIBAHIS 3aBUCUT OT NPOWU3BOAUTENS KapT, MecTa 1 cnocoba
YCTaHOBKW CYUTbIBATENS.

4 Pa6oTa cuutbiBaTens
4.1 YreHue BelwecTBEHHbIX WAEHTU(UKaTOPOB

MMpu nopHeceHun kapTbl (6penoka) B paboyee none CYMTLIBATENS BCTPOEHHBIA B KapTy uun
aKTMBUPYETCS M NepefjaeT CBOW YHUKANbHbIA WAEHTUGMKALMOHHBIA HOMEp CuMTbiBaTento. Pakt
YCMELLHOro CYUTbIBAHUS WAEHTUGDMKATOpa MOATBEPKAAETCS KPaTKOBPEMEHHOI MHAVKALMEN 3eNEHBIM
LIBETOM U 3BYKOBbIM CUrHanoMm. CuuTbiBaTenb [EKOANPYET MPUHATBIA MAEHTU(UKALMOHHBIA HOMEp,

npoBepsieT ero KOPPEKTHOCTb M NepefjaeT NonyyeHHbI kof B KOHTPOMNEp A0CTyna no MHTepdeicy
USB.

B 3aBucumoctn ot BbIGpaHHOrO hopMata [aHHbIX, WAEHTU(MKALMOHHBIA HOMEp KapTbl
nepefaercs NMGO MOMHOCTbIO (MpM  3TOM  OTCYTCTBYIOWME B HOMepe cTapwue 6GailTbl B
MH(OPMALWMOHHOA MOChINKE 3anonHAIOTCA HynaMM), MMBO YacTUyHO (B 3TOM Crydae nepenaercs
MnafWas 4acTb Homepa kapThl). MakcumanbHas AnvHa nepeaaBaeMoro Koga MOXeT 6biTb
ycraHoBneHa ot 3 6aiit (Wiegand-26) o 8 6ait (Wiegand-64). O6o3HaueHne opmata AaHHbIX Ans
cuutbiBatens Elsys-SW-USB-Multi (Wiegand-26, Wiegand-64 u 1.n.) cooTBETCTBYET aHanornyHoMy
napameTpy Ans HaCTeHHbIX CYMTbIBATENEN, HO BNUSIET TONbKO Ha ANMHY NepefaBaeMoro koa.

4.2 3ByKoBas M CBETOBas WHAMKaLWA

CuuTbiBaTENb WMEET [BYXLBETHbIA CBETOAMOAHBIN WHAMKATOP M 3BYKOBOWM CUrHanusatop
(3ymMep), Ainst KOTOpbIX NPEAYCMOTPEHO BHYTPEHHEE aBTOMATUYECKOE YNPaBIeHue, B 3aBUCUMOCTY OT
PEXMMOB paBoTbl cuMTbIBaTENS. B paBoyem COCTOSHMM Ha CYMTbIBATENE TOPUT KPACHbIA CBETOANOL,
VHOMLMPYS HanMumMe NUTAHUS CYUTBIBATENS. B MOMEHT NOAHECEHNS KapTbl CYUTLIBATEND (OPMUPYET
KpaTKOBPEMEHHBI1 3BYKOBOIA CUTHAN M HAYMHAET MHAMLMPOBATb HanMuue WAEHTUdUKATOPa 3eNéHbIM
CBEYEHMEM CBETOAMOAA.

B 3alUMLEHHOM pexuMe CHUTbIBATENb XENTHIM CBEYEHWEM CBETOAMOAA MHAMLMPYET 0BMeH
AaHHbIX C KapTOW, @ TpeMsi KpaTKOBPEMEHHBIMYU 3BYKOBBIMI CUTHaNaMy - He3aBEPLUEHHYIO onepaLuio
3anuen.

5 MoAakntoyeHne M HacTpoiika cYUTbIBaTens

YcTaHoBUTe CuMTbIBaTENb B YO0BHOM ANs UCMOMnb3oBaHus MecTe. MakcuManbHoe paccTosiHue
ot cuuTbiBaTens Ao MK onpenensieTcs AnMHol noctaensiemMoro kabens.

Mogkntounte kabenb B USB-nopT nepcoHanbHoro komnbtotepa. Ecnn Tpebyetcs, yctaHoBUTb
apaiiBep BupTyanbHoro COM-nopta ¢ caitta npowssogutens. Y6eautecb, 4TO BUPTyambHbIi
nocrnegoBatenbHbIi  MopT  oTobpaxaeTcs B ycTpoicTBax cuctembl. CuuTbiBaTenb [OTOB K
1CNIOMb30BaHMNIO.

BHUMAHME! He pekomeHayeTcs yCTaHaBnMBaTb —CYMTbIBATENb
NOBEPXHOCTb, TaK Kak 3T0 NPUBOANT K YMEHbLLEHNIO PACCTOSHUS CYUTbIBAHNSI.

BHUMAHMUE! Pabota cuutbiBaTens npu nogkmntoueHnn yepes USB-yanunutenn u USB-
KOHLIEHTpaTopbl He rapaHTupyetcsi! CrneayeT NofKmioyaTh CHMTbIBATEND HEMOCPEACTBEHHO B pasbem
BcTpoeHHoro B MK USB-nopra.

Ha  MeTannm4yeckyo

6 Ucnonb3oBanue kapt MIFARE B 3awuiuéHHoM pexume

CuntbiBatens Elsys-SW-USB-Multi o6ecneunBaeT BO3MOXHOCTb paboTbl B pexuMe YTeHus 1
3anMcu kopa npu pabote ¢ 3alMWEHHON obnacTbio namsTM kapT. [loanepxwvsaioTcs Tpw
3alLMLLEHHBIX pexxuma Ans kapT Mifare: Classic (SL1), Plus (SL1, SL3), DESFire (AES-128).

BkritoyeHme 3almLieHHOro pexvuMa 1 HacTpoiika npoduns Ge3onacHocTu (kiod LWndpoBaHus 1
Apyrie HeobxoanMble NapamMeTpbl) BbINOMHAETCA OAHUM 13 [JOCTYMHbIX COCOBOB KOHGMIyprpoBaHns
(cm. nyHKT 7). MapameTpbl 6e30MaCHOCTY XPaHSITCS B CYUTLIBATENE B HEU3BNEKAEMOM BUE.

CunTbiBaTENb MPU  COBMECTHO paboTe C ynpaBnsioWwyM MPOrpaMMHbIM  obecneyeHnem
obecreunBaeT BbINOMHEHWE CREAYIOWMX (YHKLUMA, B COOTBETCTBUW C NapameTpamil 3aluiLEHHOTO
pexuma:

. 3MUCCUA KapT,
. YTEHWe KoAa KapTbl U3 3adaHHOIo 6roka AaHHbIX SMMTMPOBaHHOVI KapTbl;
. nepesoj 3MUTUPOBAHHBIX KapT B TPAHCMOPTHOE COCTOAHME.

Mpu BHINOMHEHUN 3MUCCUM KAPTbI BLINOMHSETCS YCTAHOBKA Krkouel GE30NacHOCTH 1 3anuch B
33flaHHblii BNoK KapTbl YKCMOBOTO MAEHTUGMKATOpa, B COOTBETCTBUM C 3afiaHHbIM CNocoGoM
(hopMUPOBaHHSA koaa:

. NyTEM KOMMpOBaHHS CEPUITHOTO HOMEepa KapTbl;
. nyTéM hOPMUPOBAHUS MOCNEAOBATENBHOTO YMCTIOBOTO 3HAYEHUS U3 3a[aHHOro
AnanasoHa.

B 3awmwwéHHoM pexume cuuTbiBaTeNb NepeaaeT AaHHble U3 3alnLLEHHO 0bnacTu B kayecTee
HoMepa (koda) kapTbl. KapTbl, HaxoAsLLMecs B TPAHCTOPTHOM COCTOSHUM, 3anporpaMMUpOBaHHbIE C
1CMONb30BaHWEM [PYruX Kiioyeld, a Takke kapTbl Apyrux cdopmatoB (EM-Marin, HID, apyrve Tvnbi
kapT MIFARE) B aTOM pexvme UrHopupytoTes.

Bce «kapTbl, npedHasHaueHHble Ans  paboThl B 3ALLMILEHHOM pexiume, Heobxoaumo
npefBapuUTenbHO — 3anporpaMMMpoBaTh  (BBINOMHUTL — SMUCCMIO)  C WUCMONMb30BAHMEM  KMtoueit
0e30nacHOCTM,  YCTAHOBMEHHbIX  OpraHN3aLMen-sMUTEHTOM,  3anucaB  CCHOPMMPOBAHHbIN
naeHTMduKaTop B 3alLMWEHHYI0 0BnacTb MamsTM MO MPUHATLIM B cucTeme npasunam. bBonee
noApo6HO NPOLIECC AMMCCHI PACCMOTPEH B OMMCAHUI CTIONb3YeMbIX MporpaMMHbIX NpoaykTos CKY/.

7 KoHdmrypupoBanue cuutbiBatens

CuuTbiBaTenb MMeeT [Ba Tuna napameTpoB: oblUMe HacTpoilki (HacTpoilka WHTEpdelicos,
VHAMKaUMM W ap.) u napameTpbl GesonacHocTu (npocpunu GesonacHocTw kapt Mifare u gpyrve
HacTpOMkM CcuuTbiBaTENs BMsoWMe Ha GesonacHocTb cucTembl). CMeHa HacTpoek BO3MOXHA
HEcKonbKMK  Cocobamu  KOHGMTypupoBaHUs, MpW  HAcTPOilke CuMTLIBATENS peKoMeHayeTcs
OTKIIOYaTh HeNcronb3ayemble.

OnucaHne Bcex (yHKLUMIA CcuuTbiBaTENs NPEeACTaBNeHo B PyKOBOACTBE MOMb3oBaTens
npunoxenms Elsys-SW Config.

7.1 KoHcburypupoBaHue C NOMOLLbLIO NPUNOXEHUS

Mpunoxenne Elsys-SW Config obecneunBaeT HacTpoiiky, 0YNCTKy KOHdMrypauum, obHoBneHne
NpOLUMBOK cunTbIBaTEneil no uHTepdeicy BLE (Bluetooth Low Energy). PIN-koa no ymonyaHuto ans
nofKmioyeHns Kk cuutbiBatento: 123456. Mpu HacTpoitke cunTbiBaTens Heobxogumo 06si3aTenbHo
cmenuTb PIN-kog no ymonyaHuto. MpunoxeHne fOCTYNHO Ans cMapTdoHoB Ha 6aze OC Android.

lMonHoe onucaHne KOH(UrypaLyMM CuMTLIBATENS NPeACTaBNEHO B PyKOBOACTBE MOMb3oBaTens
Elsys-SW Config.

7.2 KonchurypupoBaHue ¢ NOMOLLbIO MacTep-KapTbl

Mactep-kapTa, ocHoBaHHas Ha Mifare Plus B pexume SL3, npegHasHauyeHa [nns
KOH(UrypupOBaHUsS CYMTbIBATENS C MOMOLUbIO NapameTpoB, KOTOpble XPaHsSTCs B Hell, M Ans
aBTopu3auuu geiictuin npunoxenus Elsys-SW Config. OtpenbHo moxeT 6biTb npeacTaBneHo
pa3peLLeHme Ha cMeHy obiLLX HAacTpoeK 1 NapameTpoB 6e3onacHoCTy.

Mpy npenbsiBNEHNM MacTep-kapTbl, CYUTBIBATEMb BLIMOMHSET €8 ayTeHTUDMKaLMIO. YCeLHyIo
npoBepky MacTep-kapTbl CYUTBIBATEMb MHAWLMPYET ANUTEMbHBIM 3BYKOBLIM CUrHanoM. MapameTpbl
ayTeHTUdMKaLMM NMPUMEHSIOTCS MPY MEepBOM MPESbsBEHAM MacTep-kapTbl K CYMTbIBATENO C
3aBOACKMMI NapameTpamy 1 YAAnsioTCs MU 04UCTKE KOHUrypaLm.

lMocne ycnewHoit ayTeHTUduKaLMM 1 yOUpaHUs KapTbl M3 MONS CYMTLIBATENs, 3amycTutcs
aBTOPW30BaHHasH ceccust KoHdMrypuposaHus, kotopas anutes 15 ¢. B aTOT MOMEHT, B 3aBUCMMOCTH
OT paspelleHWid B MacTep-kapTe, BO3MOXHO MoAkmniodeHne ¢ nomouwbto Elsys-SW Config, unm
NpYMeHeH1e NapaMeTpoB M3 MacTep-kapTbl MYTEM MOBTOPHOTO €8 MPedbsBNEHUs K CYUTBIBATENIO.
YcnelwHoe NpUMeHeHe HacTpoeK W3 MacTep-kapTbl MMM NOAKMIOYEHWe C MOMOLLbI NMPUMOKEHUS
VHAULMPYETCS ANUTEMbHBIM 3BYKOBBIM CUrHanoM, Nocne Yero aBTOpU3oBaHHas CEccus 3aBepLUaeTCs.

[Ins 04MCTKM KOHGMrypaLm ¢ NMOMOLLbI0 MacTep-kapTbl Heobxogumo B TeveHne 30 ¢ mocne
BKIIOYEHUS NUTAHWS CYMTbIBATENS NPeAbSBUTL MacTep-kapTy W yepxmBaTh eé B TeyeHme 5 c.

Cnocob cospaHnst MacTep-kapTbl MPeAcTaBreH B OMUCAHAM WCMONb3YeMbIX MPOrpaMMHbIX
npoayktoB CKY[] Elsys.

8 Mo6unbHbIl MaeHTUdMKaTOP

[ina ucnonb3oBanns cMapTdoHoB Ha 6ase OC Android wnu iOS B Kkadectse MoGUMBHOTO
naeHTdMKkaTopa HeobXoauMo ycTaHoBUTb npunoxenne Elsys-SW ID, kotopoe obecneunsaet
nepesavy uneHTudmKkaTopa Nonb3oBatens B cuuTbiBaTenb no uHTepdelicy BLE. Ins Android Bepcun
NPUNOXEHNS AONONHUTENbHO A0CTyneH uHTepdeiic NFC.

Mogpo6Has nHcopmaums o6 Mcnonb3oBaHUM MOBUILHOMO MAEHTU(UKATOpa NpeacTaBneHa B
pykosoacTse nonb3osatens Elsys-SW ID.

9 XpaHeHue, TpaHCNOPTMPOBKA M yTUNM3aLua

XpaHeHue cunTbiBaTENel OMKHO COOTBETCTBOBATH YCrnoBusaM XxpaHerus 1 no FOCT 15150-69.

B nomelueHnn ANs XpaHeHusi cuuTbiBaTened He AOMKHO ObiTb MapoB XMMUYECKW aKTUBHBIX
BELLECTB, BbI3bIBAIOLLMX KOPPO3MIO (KMCTIOTbI, LLENOYM, arpeccuBHbIE rasbl).

TpaHCnoOpTMPOBKa YNakoBaHHbIX CYWTbIBATENE! NPOM3BOANTCH B KPbITbIX TPAHCMOPTHbIX
CpeAcTBaXx C y4eTOM BE[OMCTBEHHbIX HOPMATUBHBIX [JOKYMEHTOB.

YCnoBust TPaHCMOPTUPOBKM CuMTbIBaTenei aomkHbl cootBetctBoBatb [OCT  15150-69.
YTUnu3aums u3nenust AomkHa oCyLECTBSTLCA N0 MeCTy aKCrnyaTauum U3aenus B COOTBETCTBUN C
[OCT 30167-2014 1 pernoHanbHbIMM HOPMATUBHBIMU JOKYMEHTaMM.

10 CBefieHus o cepTUdmKaLum

CuutbiBatenb Elsys-SW-USB-Multi cooTeTcTByeT TpeboBaHusM TeXHUYECKMX pernameHToB
TamoxeHHoro cotoza TP TC 020/2011 u EBpaauiickoro akoHomuueckoro cotoza TP EASC 037/2016,
NOATBEPXAAEMbIM [ieKriapaLeil COOTBETCTBHUS.



1 CBUAETENLCTBO O NPUEMKe 1 ynakoBbIBaHUK

CuntbiBatenb  Elsys-SW-USB-Multi, ~ 3aBoackoit  Homep
W3rOTOBIIEH, MPUHAT, MPWU3HAH TOAHBIM ANA JKCTMyaTaluu W ynakoBaH COrMacHo TpeGoBaHMsM,
NpeaycMOTPEHHbIM B AEMCTBYIOLEN TEXHUYECKON [OKYMEHTaLWM.

Mpencrasutens OTK
MM

nodnucs pacwugpposka yucno, mecsy, 200

12 [lara npopaxu

lMponaseL
MM

nodnuck pacwugposka yucno, Mecsy, 200
13 TapaHTuM usrotoBuTens

MpeanpusTUe-N3roToBUTENb  rapaHTUpyeT — COOTBETCTBME  CUMTbIBaTens  TpeboBaHWsM
TEXHUYECKO JOKYMEHTaLuU npu COBNIOAEHMM NpaBur TPaHCMOPTUPOBaHWS, XpaHEHWsl, MOHTaxa M
aKcnnyarauum.

[apaHTUilHbI CPOK 3KCMMyaTaLuu CuyMTbiBaTENs yCTaHaBnuBaeTcs 12 MecsUeB C MOMEHTa
npogaxu. Mpu OTCYTCTBUM B NacnopTe AaTbl NPOAAXW UMM MeyaT NpoaaBLa, rapaHTUilHbIA CPOK
ucumcnsieTcst ¢ MomeHTa npuemku nspenus OTK.

CunTbIBaTENb, Y KOTOPOrO BO BPEMS rapaHTUIHOTO Cpoka Mpyu yCrioBuW cobrtogeHusi npasun
aKCnnyaTauum M MoHTaxa byaer obHapyXeHO HecOOTBETCTBME 3asiBNEHHbIM XapaKTepucTuKaM,
6e3B03Me31HO 3aMEHSIETCS UK PEMOHTUPYETCS NPEANPUSTUEM-U3rOTOBUTENEM.

Anpec npeanpuUATUA-U3roTOBUTENA:

'pynna komnaxui «TeuH Mpox»

125040, r. Mocksa, 1-s yn. fimckoro nons, 4. 28.
Ten: +7(495) 419-03-04

e-mail:  info@twinpro.ru

http:  www.twinpro.ru, www.trevog.net

000 «EC-npom»

443029, r. Camapa, yn. ConHeuHas, . 53.
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